Secure efficient communication
protocol.

OFTP2 is the new communication protocol that has been implemented by Odette (Organization for Data Exchange

by Tele Transmission in Europe). It is being used to standardize the protocol communication for large file tranfers

and traditional EDI within many idustries, most notably, the automotive industry in Europe. OFTP2 allows for

cost-effective and efficient transfer of business data over the internet. By using bandwidth available over the world

wide web, you will experience an increase in your transfer speeds. OFTP2 also offers the security of point-to-point

data transfer that has been offered by OFTPv1. File size restrictions for transfers are also a thing of the past!

Trubiquity offers solutions that easily integrate with EDI systems and are already compatible with OFTP2.

Trubiquity eliminates many of the complications that come with setting up VPN’s with products like TRUeurex-c,
TRUfusion, TRUedx or TRUexchange.

Availability:

Supports:

Speed:

Cost Savings:

Security:

SASIG Requirments

File Size:

Reliability:

You can use OFTP2 everywhere - Internet is globally available!

TCP/IP on the internet, VPN, ENX, ANX, JNX, GNX and X25/ISDN

Moving a 500 MB file wth OFTP coupled with ISDN, at 7kb/s, can take up to 20
hours to transfer. OFTP2 over a high speed internet connection can transmit the
same file in 15 to 30 minutes.

Lower transfer costs.

Use of current security mechanisms (ie. security certificates) for channel
protection, file encryption, document and end-to-end response signature.
Extend virtual file name, large file transport (10 GB), international characters
for file names (UTC-8 Unicode)

Larger files can be transfered for CAD/CAM/CAE.

Restart broken transmissions, pull and push transfer.
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Security

Since the internet is an open network, OFTP2 adds the necessary security features to the well known and
heavily used Odette File Transfer Protocol OFTP.

Without OFTP2, file exchange via the internet can be dangerous because your files will not be encrypted.

wa l"I'IIflg! On the Internet, unencrytped data is

unprotected:

- It can be read
- It can be modified
- Senders are not verified

Unencrypted Data

This is why OFTP2 implements three levels of security to ensure the highest security standards for sensible
business data.

Three Levels of Security

l. Session security
» Utilization of SSL/TLS encrypted TCP/IP communication links
» Encryption of each single TCP/IP packet

» Utilization of X509 certificates and CMS format for the data exchange

OFTP2 uses Transport Layer Security
(TLS) to establish a secure session for
a protected data transfer.

In addition, the sender and receiver are
authenticated by cryptographic keys.

Unencrypted Data
# X509 Certificate
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Il. Encryption of the data

» Utilization of asymmetric encryption

For higher security requirements,
OFTP2 enables the additional
encryption of the transmitted data
content

Encrypted Data

lll. Signature and verification
» Generating a hash of the data

» Encryption of the hash with the own private key

If the business process or legal
environment require signed documents
(i.e. contracts, invoices, etc) OFTP2
provides the ability to attach digital
electronic signatures to business
documents

Connect, move and share your key business information. Trubiquity.

Trubiquity helps its customers achieve competitive advantages by delivering managed file transfer (MFT) and business
process integration solutions across multiple enterprise boundaries. Thousands of companies in many countries
worldwide use Trubiquity enterprise and SaaS solutions to connect, move and share, key business information

to ensure decisions are made quickly, efficiently and correctly, while maintaining control, quality assurance and
intellectual property security.

L BIQUITY USA: +1 (248) 833-9000 GERMANY: +49 (0) 621-39155-0 Www.trubiquity.com

UK: +44 (0) 1132-454-305



